Murrumba State Secondary College Website Risk Review Register (WRRR) Ver June 2025

Parents/Caregivers — This document is to be read in conjunction with the MSSC Web Based Services Consent Form. In the case of the services outlined below they are private companies that are hosted and the files are stored either onshore in Australia or
outside of Australia. Outside of Australia means that data that is entered to register for these sites will be stored on servers that are not based in Australia and therefore are not bound by Queensland’s privacy laws. If you have any questions or concerns

relating to a particular website or app, email BYOD@murrumbassc.eq.edu.au.

Website or app name and URL Year level |Type of Service: Risk Level: Terms of Use (link): Privacy Policy (link): File Storage
ACER School Assessments (Australian . . .
X , ( . Whole ACER Online Assessment and Reporting Platform (OARS) provides . https://oars.acer.edu.au/terms- . . .
Council for Educational Research Limited) ) ) ) Medium " https://www.acer.org/privacy Onshore in Australia
College |a suite of educational assessment and reporting tools for schools. conditions
https://oars.acer.edu.au
Adobe Whole Access to several adobe services such as document cloud, Adobe Medium https://www.adobe.com/au/privacy.ht https://www.adobe.com/au/legal/terms.html Outside of Australia
https://www.adobe.com/au/ College |Connect and Adobe ID. ml = * : 53, - (USA)
AMEB (Australian Music Examinations . Lo - . . .
( Whole The purpose of this website is to administer a nationally . https://exams.ameb.edu.au/pages/term . Outside of Australia
Board) . ) Medium . https://exams.ameb.edu.au/pages/privacy
College recognized music exam. s-and-conditions (UK)
https://www.ameb.edu.au/
ASX . ) o . . )
Senior The purpose of this website is to provide online up-to-date http://www.asx.com.au/about/term s- |http://www.asx.com.au/about/priva cy- . .
https://www.asx.com.au/ . . Onshore in Australia
Secondary [information about the share market. use.htm statement.htm
Autodesk inventor. Computer-Aided Drafting) software which offers professional-
{ P g)' . p https://www.autodesk.com/company/legal-
http://www.autodesk.com.a . |grade tools for 3D mechanical design, documentation and . - . .
Senior roduct simulation. Autodesk provides educational licenses fo - https://www.autodesk.com/company/te Inotices-trademarks/privacy- Outside of Australia
i i uct simulation. Au rovides educati i r
u/products/inventor/overview Secondary ?ree software to qualified edchtionaI institutions worldwide rms-of-use/en/general-terms statement? ga=2.110384066.611178281.1554(USA)
X X q 947199-798721254.1554947199
(including DET).
Battle.net https://www.blizzard.com/en- https://www.blizzard.com/en-
https://us.shop.battle.net/en-us Whole o sg/legal/511dbf9e-2b2d-4047-8243- us/legal/a4380ee5-5c8d-4e3b-83b7- Outside of Australia
For students participating in Murrumba SSC Esports - Overwatch B N N X
College 4c5c65e0ebfl/terms-of-use-for-blizzards{ea26d01a9918/blizzard-entertainment-online- |(USA)
websites privacy-policy
Binnacle Training Binnacle Training is a Registered Training Organisation (RTO) that
https://www.binnacletraining.com.au/ Senior provides online educational resources for Vocational Education Low https://www.binnacletraining.com.au/w https://www.binnacletraining.com.au/privacy Onshore in Australia
Secondary |and Training (VETS) programs to schools and colleges across p-content/uploads/2024/08/Binnacle-  |L
Australia. Training-Policy-Manual-2022-v1.pdf
Blue Dog Training Senior This website is used for students enrolled in certificate courses in . X LU'_”_du/)l.mM . .
- . Medium media/pdf documents/policies/Privacy Policy JOnshore in Australia
https://bluedogtraining.com.au/ Secondary |the Technologies faculty. https://bluedogtraining.com.au/storage/l , 4¢
Blueprint Career Development Blueprint Career Development is a framework for designing,
https://www.blueprintcd.com.au/ Senior  |implementing and evaluating career development programs for Low https://www.blueprintcd.com.au/terms- |https://www.blueprintcd.com.au/privacy- Outside of Australia
Secondary |young people and adults. RTO used and-conditions policy
for Hospitality
Cambridge Go Whol Th f thi bsite is t id line viewing of https:// bridge.ed /go/t
ole e purpose of this website is to provide online viewing o ) s://www.cambridge.edu.au/go/term . ) . .
https://www.cambridge.edu.au/go/ purp P & Medium B 8 & https://www.cambridge.edu.au/go/privacy/ |Onshore in Australia
College |textbooks. s/
Canva Canva.com is a Creative design tool; Graphic design / Drawing /
https://www.canva.com Whole Illustrating; Image libraries; - https://www.canva.com/policies/terms- |https://www.canva.com/policies/privacy- Outside of Australia
College |Presentation tool with Concept mapping / Mind mapping / of-use/ policy/ (USA)
Brainstorming functionality
Celtx The purpose of this website is to be used as a media pre-
https://www.celtx.com/index.html Whole roduction software, designed for creating and organising media ) Outside of Australia
P X 8 X X g 8 R s Medium www.celtx.com/legals.html/terms www.celtx.com/legals.html#privacy
College |projects such as screenplays, films, videos, documentaries, (Canada)
comics, games and podcasts.




Website or app name and URL Year level |Type of Service: Risk Level: Terms of Use (link): Privacy Policy (link): File Storage
Code Academ
v Whole The purpose of this website is to provide online educational . https://http://www.codeacademy.com/t ) Outside of Australia
https://www.codecademy.com/learn . . Medium http://www.codeacademy.com/policy
College |platform to learn coding and scripting. erms (USA)
Code.org . L . .
Whole The purpose of this website is to learn drag and drop . ) Outside of Australia
https://code.or| . . k Medium https://code.org/tos https://code.org/privacy
College |programming through tutorials and exercises. (USA)
Compass Education
- Compass Education is used for administrati rposes, access to|
https://www.compass.education/ Whole p u9 fon s use X n fon purp cee . https://sites.google.com/a/jdIf.com.au/ |https://sites.google.com/a/jdIf.com.au/policie i .
College class information and learning resources. Please contact the Medium olicies </orivac Onshore in Australia
€ College for further information regarding Compass Education.
i http: .ed ti fect. -
Education Perfect Education Perfect allows teachers to create ‘learning journeys’ i//r;wvsl/ £ dujiolig;g{/ez cor:/wp
. ; P content/uploads education pe ) .
https://educationperfect.com/ Whole  [for classes and individual students. Teachers can choose from a Medium  Irfect . = https://www.educationperfect.com/legal/ Outside of Australia
College |range of curriculum aligned resources and review analytics to - Bs: - B - & (USA)

understand student progress.

standard terms and conditions 2018-
07-26.pdf




| Website or app name and URL Year level |Type of Service: Risk Level: Terms of Use (link): Privacy Policy (link): File Storage
Epic Games
https://www.epicgames.com/store/en- Whole  |For students participating in Murrumba SSC Esports - Rocket https://www.epicgames.com/site/en-  |https://www.epicgames.com/site/en- Outside of Australia
Us/. College League US/tos US/privacypolicy (USA)
EV3 Lego Education Mindstorms Junior Used in Technology faculty to program and control robots in Medium https://www.lego.com/en-us/legal/legal{https://www.lego.com/en-au/legal/legal- Outside of Australia
https://education.lego.com/ Secondary [conjunction with the BYOD program. notice notice/privacy-policy (USA)
Get Set Education Get Set Education is a Registered Training Organisation (RTO)
https://www.getset.edu.au Senior roviding schools with Vocational Educational and Training (VET| Outside of Australia
psi// & / P 8 . g (VET) Low https://www.getset.edu.au/terms/ https://www.getset.edu.au/privacy/
Secondary |courses around business and (USA)
entrepreneurship.
Grok Learning Junior  |Grok Learning (GL) provides a series of coding courses and https://groklearning.com/policies/terms
. 8 ( ) P g Medium ps://g = [ / https://groklearning.com/policies/privacy/ Onshore in Australia
https://groklearning.com, Secondary [challenges for Junior secondary /
JacPlus Whole The purpose of this website is to provide a digital bookshelf for https://jacplus.com.au/jsp/general- https://jacplus.com.au/jsp/general- i X
https://jacplus.com.au ; Low ; . ’ o Onshore in Australia
College |educational books. nav/terms/terms.jsp av/copyright/ privacy policy.jsp
|
Kahoot! The purpose of this website is to allow teachers to create, share
http://kahoot.it Whole |and play quizzes, discussions and create surveys. Multiple users https://getkahoot.com/info/terms- and- Outside of Australia
plava ! ) rveys. P ; Medium B ,/,/g /info/ https://getkahoot.com/info/privacy- policy
College |can play and compete via the Kahoot! application on Apple or via conditions (USA)
Android. Student accounts are not permitted.
Lucidchart
https://www.lucidchart.com/ Whole  |Lucidchart is a web based diagram tool that allows users to ) . https://www.lucidchart.com/pages/privacy#lu |Outside of Australia
X X . Medium https://www.lucidchart.com/pages/tos |~
College |collaborate in real time to create flowcharts and other diagrams cid-for-edu (USA)
Makers Empire 3D design and printing software for schools featuring Makers
: i Empire 3D design software app. Makers Empire online Teacher ) .
http://www.makersempire.com Whole P 8 X pp P o . https://www.makersempire.com/legal- . . Outside of Australia
Dashboard and professional development for collaboration in the Medium N https://www.makersempire.com/legal-privacy
College . . . R X X privacy (USA)
classroom. Used in conjunction with the Engineering Excellence
Program.
Microsoft Forms
The purpose of this website is to provide teachers the ability to ) ) . .
https://forms.office.com/ Whole i X R i . https://www.microsoft.com/en- https://www.microsoft.com/en- Outside of Australia
create customised quizzes, surveys, questionnaires and polls for Medium N N N
College X R . gb/privacy/privacystatement au/servicesagreement (USA)
educational use in their classrooms.
MyFuture — Online Career Management h . b g | | N ’ g . N . g ;
Senior The purpose of this website is to provide online career solutions ttps://myfuture.edu.au/footer/terms- ttps://myfuture.edu.au/footer/privacy-
https://myfuture.edu.au/ purp R . P Medium ps://my / A ps://my N / [ Y Onshore in Australia
Secondary [for Year 10 volunteering studies. of-usett/ policy#/
Onguard safety http:
) o . ) . p://www.1300beonguard.com/forms )
http://www.onguardsafety.com.au/ Whole The purpose of this webs.|te is to pr'owde onln{ne safety training Low /OnGuard Terms of Use Licence Agre htFp.//www'.onguardsafethcomAau/ Onshore in Australia
College resources for the education sector in Australia. privacy policy.htm
ement.pdf
Oxford Digital
L Whole Accessing online textbook. Teachers can create classes and assign https://www.oxforddigital.com.au/term Outside of Australia
http://oxforddigital.com.au 8 g Medium ps:// = / https://global.oup.com/privacy?cc=au

College

homework readings and tasks for students to complete.

s.html

(Europe)




Website or app name and URL Year level |Type of Service: Risk Level: Terms of Use (link): Privacy Policy (link): File Storage
Padlet The purpose of this website is to provide a space that allows
Whole purp R P P X . http://jn.padlet.com/category/96- http://in.padlet.com/article/33-terms-of- Outside of Australia
padlet.com people to collaborate online. Students are not permitted to Medium N 3 N
College privacy-settings service (USA)
create accounts.
QR Reader hol h f th b: d d d de of |
. Whole The purpose of this website is to advertise and provide access to . . . Outside of Australia
www.tapmedi.co.uk X purp X P Low http://www.tapmedia.co.uk/terms.htm [http://www.tapmedia.co.uk/privacy.htm
College |install the QR Reader product from Tapmedia. (UK)
izlet The purpose of this website is to provide users a platform that
Quiz Junior purp . P P . . . . . Outside of Australia
https://quizlet.com Secondar enables the creation of data sets for the purpose of student study Medium https://quizlet.com/privacy https://quizlet.com/privacy (USA)
v and quizzes.
ReadCloud
Y Whole ReadCloud is a social eReader platform which lets students and
https://www.readcloud.com/ College teachers share annotations, videos and weblinks directly inside Medium https://www.readcloud.com/terms https://www.readcloud.com/privacy Onshore in Australia
€ their eBooks.
Riot Games
https://www.riotgames.com/ Whole For students participating in Murrumba SSC Esports - League of https://www.riotgames.com/en/terms- |https://www.riotgames.com/en/privacy- Onshore in Australia
College |Legends of-service notice
Scratch ) Whole The purpose of this website is to allow users to create stories, Outside of Australia
http://scratch.mit.edu Collese videos, animations or games via the ‘Scratch’ programing Low https://scratch.mit.edu/terms of use/ [https://scratch.mit.edu/privacy policy/ (USA)
8 language.
Softlink Whole |This provider hosts Oliver which is used for digital librar https://www.softlinkint.com/data-protection-
. .p g v Medium N/A ,p i - / B Onshore in Australia
http://softlink.com.au College |services. privacy-policy/
SmartLabs
Whole The purpose of this website is to provide online resources for https://www.mysmartlab.com.au/Home Jhttps://www.mysmartlab.com.au/Home/Priva
https://www.mysmartlab.com.au/ ne purp P Medium ps:// vl / . _// Y / / Onshore in Australia
College |literacy & numeracy /TermsAndConditions cyPolicy
State Library of Queensland The purpose of this website is a library service which offers
. Whole ‘p P i v . http://www.slg.qgld.gov.au/services/me |http://www.slg.qld.gov.au/home/privacy#me i .
http://www.slg.qgld.gov.au/ online access to eBooks, resources, journals, newspapers, Medium N . N Onshore in Australia
College R K R mbership/conditions mbership
manuscripts, movies and images.
Stile Education
/et ; Whole  |The purpose of this website is to provide online viewing of . .
https://stileeducation.com/ purp . provie g Low N/A https://stileeducation.com/privacy Onshore in Australia
College |textbooks. Access is for students in Science.
TAFE QLD This website is used for students enrolled in Diploma of Business
Senior X X p . https://tafeqld.edu.au/about/policy-and . . i X
https://tafeqld.edu.au through the Entrepreneurship and Innovation faculty. RTO uses Medium https://tafeqld.edu.au/legal/privacy-policy Onshore in Australia
Secondary governance
cloud assess.
Turnitin The purpose of this website is to provide a platform which allows
. Whole purp R P p R . http://www.turnitin.com/en us/abo ut- http://turnitin.com/en us/about- Outside of Australia
www.turnitin.com for the upload of student written works which is marked and also Medium - -
I College . us/privacy#terms us/privacy#usage (USA)
assessed for plagiarism.
TV4 Education
https://www.functionalsolutions.com.au Whole The purpose of this website is to provide online media content ' https://www.functionalsolutions.com.au|https://www.functionalsolutions.com.au/Priva . .
; e . Medium Onshore in Australia
/TVAEducation College |specifically for education /tsandcs.html cy.html
Unique Student Identifier (USI)
https://www.usi.gov.au Senior The purpose of this website is to provide students with the ability https://www.usi.gov.au/students/stude [https://www.usi.gov.au/documents/privacy- i X
Low Onshore in Australia

Secondary

to apply for their USI Number.

nt-terms-and-conditions

policy




Website or app name and URL Year level |Type of Service: Risk Level: Terms of Use (link): Privacy Policy (link): File Storage
i Unity Coll LD) is a Registered Training O isati RTO
oty calcee Senior thr;:ty rc(:viZii i)clilin)eI:t?uc:i::;Ieresc:lajlrnc:sgforr?;cz:ic;cr:ra]I( ! https://www.bne.catholic.edu.au/about https://www.bne.catholic.edu.au/aboutus/le
https://www.uc.ald.edu.au/Pages/defaul pré - Low us/legals/Pages/Acceptable-Use- Bs: — = & lonshore in Australia
t.aspx Secondary |Education and Training (VETS) programs to schools and colleges 3 als/Pages/Privacy.aspx
X Policy.aspx
across Australia.

WordPress

Senior The purpose of this website is to build websites and blogs. . . . Outside of Australia

Medium https: .word . t https: t ttic.

https://www.wordpress.com Secondary |Student accounts are not permitted if under the age of 13. ps://en.wordpress.com/tos ps://automattic.com/privacy (USA)

NOTE: Junior Secondary = Years 07-09, Senior Secondary = Years 10-12 & Whole college = All Years (07-12)

Guidelines when creating student accounts
When creating a login for students the following security controls are adhered to:
Students can use their departmental email address and username when creating a login. Students cannot not use departmental passwords.

Students are not to use personal information when creating student accounts. Use “placeholder information” for the fields: Family Name, Middle names, Password, DOB, Gender and other input fields. Example: Susan (No middle name), Password1,

fictitious DOB, etc.

No photos of students are to be uploaded. Wherever possible, the use of avatars or fictional characters when interacting with a website/app are to be utilised.
Students are not to complete fields that are not mandatory.
Students are instructed not to use the social media sharing features or the Invite Friends function available on certain websites.




